Somewhere in the world, there is a national health crisis. Doctors quickly receive the life-saving pharmaceuticals. However, the "pharmaceuticals" are counterfeits containing a combination of toxic chemicals and are powerless against the pandemic. In another part of the world, a country has developed a sophisticated, laser-guided missile capable of neutralizing targets with minimal collateral damage. Except, some of the missile's components are counterfeit, causing its guidance system to malfunction. Meanwhile, a terrorist organization engages in the trafficking of illicit tobacco and antiquities to fund their operations while a crime group moves its proceeds across borders via diamonds. Moreover, a rogue nation is circumventing the international community's sanctions and finances their prohibited activities through illicit trade. Unfortunately, these illustrations are not plots from Hollywood movies but examples where illicit trade and security intersect.
A terrorist organization engages in the trafficking of illicit tobacco and antiquities to fund their operations while a crime group moves its proceeds across borders via diamonds
It is essential to analyze illicit trade, especially for counterintelligence and national security purposes, and then develop policies to combat it for four reasons. First, illicit trade provides a funding mechanism for nefarious actors. Those who engage in these activities represent transnational organized crime groups, terrorist organizations, cybercriminals, the private sector, and illicit actors who are sympathetic to those groups as well as hostile governments. Second, if the product is counterfeit or inferior, then the items can also cause direct and indirect harms. Third, the physical goods and the financial transactions can penetrate physical borders and security provisions established by sovereign nations. Fourth, governments and non-state actors can also engage in intellectual property theft, which can be a form of economic espionage.
It is essential to analyze illicit trade, especially for ounterintelligence and national security purposes, and then develop policies to combat it
Over the last few decades, sovereign nations have enacted semi-efficient measures to combat traditional illicit revenue streams -such as narcotics -through training, data sharing, enhanced punishments, increased international cooperation, and the enactment of anti-money laundering laws. As governments implemented these measures, illicit actors moved to more non-traditional revenue streams, such as illicit tobacco and counterfeit products. The significant profits also come with a lower risk of detection and punishment since governments have not fully realized the potential profits and harms associated with illicit trade and enact appropriate responses. Moreover, preferred methods for moving their profits have also shifted toward moving value across borders, such as diamonds and art, instead of cash.
Counterfeits are a unique form of illicit trade. They fund a widerange of illicit activities that are intended to cause harm and disrupt, while simultaneously producing a myriad of direct harms to a nation's security sectors, such as public health and safety, science and technology, the economy, and defense. For the United States economy alone, the Commission on the Theft of American Intellectual Property estimates that "the annual cost to the U.S. economy continues to exceed $225 billion in counterfeit goods, pirated software, and theft of trade secrets, and could be as high as $600 billion." 1 These estimates may not include some indirect costs, such as those associated with health-related injuries and costly countermeasures that governments must implement. For these reasons and those outlined below, it is prudent for counterintelligence and national secu- to seize cash and items worth more than $13.7 million. Among the 23 convictions, a few individuals pled guilty to the importation of counterfeit parts and selling them to the U.S. Navy. In 2011, the United States enhanced penalties for trafficking in counterfeit military goods, and some of the offenders in Operation Chain Reaction were sentenced under the new penalty structure.
A 2017 OECD report found that counterfeits could account for up to 6.5% of all ITC products worldwide Counterfeits found in information and communication technology (ITC) and parts for non-military related vehicles, vessels, and aircraft begin to blur the distinctions between national security and consumer safety. The U.S. Coast Guard recently issued a Marine Safety Alert 9 warning vessel owners, operators, and technicians about counterfeit parts. Moreover, illicit actors, including rogue nations and terrorist organizations, can reduce the ability of first responders and national security personnel's ability to communicate during a crisis if vital communication networks and devices contain counterfeit components and malfunction. A 2017 OECD report found that counterfeits could account for up to 6.5% of all ITC products worldwide. These counterfeits can become serious safety threats when they do not function correctly.
Illicit actors can instigate a humanitarian crisis or panic by penetrating supply chains for medicines. There have been numerous cases where counterfeit pharmaceuticals replaced authentic medications needed to treat malaria, HIV, and pandemics. In 2007, 10 well-publicized cases involving counterfeit diethylene glycol from China sounded the alarm, again, of counterfeit medications. The counterfeit glycol was fatal in at least 365 cases in Panama alone, and counterfeit diethylene glycol resulted in deaths and poi-soning in Argentina, Bangladesh, China, Haiti, India, and Nigeria well before the Panamanian incident. Since then governments, companies, and researchers have tried to increase awareness of the dangers related to counterfeit pharmaceuticals and authorities are increasingly concerned about counterfeit Oxycodone, Xanax, and other pills that contain Fentanyl. Cultural property not only generates revenue streams but can also be a vehicle for moving value across borders. Illicit actors can move stolen artifacts and art pieces through specialized black markets that provide them with needed buyers and finances to continue their operations or to move funds undetected. While the proceeds of this form of illicit trade might not reach the levels of drugs, tobacco, or counterfeits, the markets themselves can provide governments with the needed intelligence 27 to map them, determine points where various actors converge, and shut down critical players and sources of revenue.
The theft and trafficking of these treasures not only fund illicit activities but also contributes to the pilfering a society's cultural heritage; we cannot estimate those costs. While we cannot measure the actual proceeds or social costs, a 2011 Rand report 28 cited estimates that place the size of the illicit trade to be about $6 billion annually. Tar 
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Justice is not a construct Illicit trade: the worldwide, multi-billion dollar funding stream dora 29 -a week-long operation that included the WCO, Europol, INTERPOL, The United Nations Educational, Scientific and Cultural Organization (UNESCO), and numerous countries -seized more than 3,500 items and arrested 75 people. Operation Pandora was only one week, but law enforcement and experts around the world help combat this trade throughout the year. Cultural property and works of art are not the only commodities that can be used to move value across borders. The trade in illicit diamonds allows nefarious actors to move value across borders with little risk of detection. Diamonds can also serve as payment for weapons, cigarettes, 29 www.wcoomd.org/en/media/newsroom/2017/january/operation-pandora.aspx bribes, debts, and drugs. They can fund organized crime, terrorism, corruption, and most notably -wars. While all conflict diamonds are illicit diamonds, not all illicit diamonds are conflict diamonds. Illicit diamonds can be ethically and legally sourced, polished, and traded; but, once they cross a border without the appropriate duties paid, they become illicit. Conflict diamonds 30 are illicit diamonds that are also rough diamonds, usually mined in rebel-held territories. Conflict diamonds, or blood diamonds, are used by rebel groups to fund armed conflicts against internationally recognized governments.
quality of diamonds, and some other precious stones and metals, is that they can earn, transport, and store value. Once governments expand their analytical approaches and efforts to combat illicit trade, then they can work together to form networks of intelligence analysts, law enforcement officers, judicial personnel, and policymakers. These networks can develop national and international strategies that limit the economic and operational benefits of illicit trade involving commodities such as counterfeit goods, tobacco, cultural property and antiquities, diamonds, gemstones, and precious metals. 
